TRUECRYPT TUTORIAL

WHY/WHEN TO USE TRUECRPYT

Use TrueCrypt for carrying electronic files out of the office that contains client’s personal and sensitive
information such as (a) social security number; (b) driver's license number or state-issued identification
card number; or (c) financial account number, or credit or debit card number, with or without any
required security code.

What is TrueCrypt

Creating a Volume/Container
Mounting the Volume/Container
Dismount Volume/Container
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WHAT IS TRUECRYPT

TrueCrypt is a software program that creates an encrypted file on your computer and lets you access the
encrypted file using a drive letter. The program protects the encrypted file using keys that are protected
by a separate TrueCrypt passphrase.

Files can be copied to and from a mounted TrueCrypt volume (container) just like they are copied
to/from any normal disk (for example, by simple drag-and-drop operations).

This tutorial contains step-by-step instructions on how to create, mount, dismount and use a TrueCrypt
volume (container).

Home user: If you have not done so, download and install TrueCrypt. (https://truecrypt.ch/downloads/)

CREATING A VOLUME/CONTAINER
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1. Launch TrueCrypt program s
2. Click on “Create Volume” (marked with a red rectangle for clarity).
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3. Choose “Create an encrypted file container” and click “Next”

m TrugC_rypt Volume

{+ Create an encrypted file container
Creates a isk within a file, Recommended for

TrueCrypt Volume Creation Wizard

inexperienced users,
More information
" Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive {e.q. a flash drive). Optionally, creates a hidden volume.
" Encrypt the system partition or entire system drive

Encrypis the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system,

More information about system encryption

=-Back. I Mext > I Cancel |

4, Choose “standard TrueCrypt volume” and click Next.

Volume Type

< (+ Standard TrueCrypt volume >
i oeate a normal TrueCrypt

volume,

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows vou to
solve such situations without revealing the password to your
volume.,

More information about hidden volumes

5. Click “Select File...” button

[ TrueCrypt Volume Creation Wizard

Volume Location

| ;ll Select File... I

W Never save history

A TrueCrypt volume can reside in a file (called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wigh the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly ceated
TrueCrypt container. You will be able to encrypt existing files (Jater
on) by moving them to the TrueCrypt container that you are about
to create now.
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6. Create the TrueCrypt volume in s:\your unit\your folder.

e Select the desired path (where you wish the container to be created).
e Type the desired container filename in the File name box

e Select “TrueCrypt Volumes (*.tc) as save type and Click Save.

***IMPORTANT: Note that TrueCrypt will NOT encrypt any existing files (when creating a TrueCrypt
file container). If you select an existing file in this step, it will be overwritten and replaced
by the newly created volume (so the overwritten file will be lost, not encrypted). You will

be able to encrypt existing files (later on) by moving them to the TrueCrypt volume that we are
creating now. ****
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7. Click Next

([ TrucCrypt Volume

Volume Location

] S:\administration\IT\RUIZ WMy Volume. tc _:J Select File...

¥ Mever save history

A TrueCrypt volume can reside in a file {called TrueCrypt container],
which can reside on a hard disk, on a USE flash drive, etc, A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file), Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be ceated,

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by moving them to the TrueCrypt container that you are about
to create now,

Help < Back i
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8. Click Next

[ TrueCrype Volume Creation

Eneryption Options

—Encryption Algorithm

s ENERCI

FIPS-approved dpher (Rijndael, published in 1998) that may be
used by 1.5, government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS5,

More information on AES Benchmark |

~Hash Algorithm
IRIPEMD-ISD 'I Information on hash algorithms

Help | < Back I Mext > I Cancel

9. Enter size and click Next

10. Enter a Password and then click Next (Read carefully the information displayed in the Wizard
window about what is considered a good password.)

Volume Password ‘

Password: | |

Confirm: |
I Use keyfiles
I~ Display password

Itis very important that you choose a good password. You should
avoid choosing one that contains only & single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words), It should
not contain any names or dates of birth, It should not be easy to
guess. A good password Js a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @ ~ =$* +
etc. We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 65
characters,

Hep | <Beck NexE = cancel |

11. Move your mouse as randomly as possible within the Volume Creation Wizard window at least
for 30 seconds. The longer you move the mouse, the better. This increases security.

12. Click Format.

I o J Volume Format ”

Filesystem [FAT = ClusteriDefau\t VI [~ Dynamic

—0Options ‘

Random Poal: FCCO7C24C49052FB4345207020R1C96F.. W
Header Key:
Master Key:
[ Abart I
Done | Speed | Left|

IMPORTANT: Move your mouse as randomly &s possible within this
window, The longer you move it, the better, This significantly
increases the ayptographic strength of the encryption keys, Then
dlick Format to create the volume.

Help < Back

Cancel l

We have just successfully created a TrueCrypt volume (file container).
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Click OK to close the dialog box and Exit.

Top
MOUNTING THE VOLUME/CONTAINER
1. Launch TrueCrypt
2. Select a drive letter from the list (marked with a red rectangle). This will be the drive letter to

which the TrueCrypt container will be mounted.

Note: | chose the drive letter Z, but you may choose any other available drive letter. One that is not
currently in use. E.g. S: N:
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3. Click Select File.
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4, Browse to the container file (which we created in Steps 6 in the “Creating a Volume/Container”
steps above) and select it.

5. Click Open

6. Click Mount. Password prompt dialog window should appear.

| Yolurnes System Faverites Tools Settings Help Homepage

Drrive | Volume | Size| Encryption algorithm | Type |
SaF:
b tH
St H:
]
L B H
S
Ra|
i M
S O
bl
Sa R
e 'h
A

Create Valume | Valume Properties, | \Wipe Cache |

Volume

|E MyVolume :I Select File... |

¥ Mever save histor
- L Volume Toals. .. |

I
I Mount i | Auto-Mount Devices Digmount Al Exit

TRUECRYPT TUTORIAL Page 6 of 8



7. Type the password (which you specified in Step 10 in the ““Creating a Volume/Container” steps
above) in the password input field.

Enter password for ;_ _.

[T Cache passwords and keyfiles in memory Cancel

™ Display password

: [ Use keyfiles Keyfies... ] Mount Options... ‘
(= |
8. Click OK - TrueCrypt will now attempt to mount the volume.

We have just successfully mounted the container as a virtual disk driver “Z:” You can browse to the
mounted volume the way you normally browse to any other types of volumes. For example, by opening
the 'My Computer' list and double clicking the corresponding drive letter (in this case, it is the letter Z).
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e The virtual disk is entirely encrypted (including file names) and behaves like a real disk. You can save
(or copy, move, etc.) files to this virtual disk and they will be encrypted on the fly as they are being

written.

¢ You need to enter the correct password only when mounting the volume.

e You can copy files (or folders) to and from the TrueCrypt volume just as you would copy them to any
normal disk drive.

To close the volume and make files stored on it inaccessible, dismount the volume.
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DiIsMOUNT VOLUME/CONTAINER

Select the volume from the list of mounted volumes in the main TrueCrypt window and then click
Dismount. To make files stored on the volume accessible again, you will have to mount the volume.
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